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CTEP-IAM Release 5.0.0  

  

Use Case: Existing CTEP-IAM users onboarding to ID.me and establishing a link between 

their CTEP-IAM and ID.me credentials 

 

Reference 

 

• https://help.id.me/hc/en-us/articles/360018113093-How-do-I-set-up-Text-Message-or-

Phone-Call-multi-factor-authentication- 

• https://help.id.me/hc/en-us/articles/4711423402647 

• https://help.id.me/hc/en-us/articles/360052242853 

• https://help.id.me/hc/en-us/articles/4711388572695-NCI-ID-me  

 

Application URL: 

• https://ctepcore.nci.nih.gov/iam  

 

 

Step 1: Copy the application URL (above) and paste it into a browser or just click on the link 

 

 
 

Figure: CTEP-IAM Login Screen 

 

• under “CTEP-IAM”, enter current CTEP IAM username and password. 

• If password has expired, please use the “Forgot Password” feature to change 

the password. 

 

https://help.id.me/hc/en-us/articles/360018113093-How-do-I-set-up-Text-Message-or-Phone-Call-multi-factor-authentication-
https://help.id.me/hc/en-us/articles/360018113093-How-do-I-set-up-Text-Message-or-Phone-Call-multi-factor-authentication-
https://help.id.me/hc/en-us/articles/4711423402647
https://help.id.me/hc/en-us/articles/360052242853
https://help.id.me/hc/en-us/articles/4711388572695-NCI-ID-me
https://ctepcore.nci.nih.gov/iam
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Step 2: Navigate to “ID.me Information” section  

 

 
Figure: CTEP-IAM Welcome screen after login 

 

• Option I: 

• “Click here” (highlighted in the above snapshot) will take user to “ID.me 

information” section.  

• Option II: 

• Clicking on “Personal Information” in the left menu will take user to “ID.me 

information” section. 

 

 
Figure: “ID.me Information” section 

 



  

CTEP-IAM & ID.me Integration (IAL2 / AAL2) 

FIATS Release 2.1.0- User Acceptance Test Cases Page 3 of 7 

 

Step 3: Create ID.me account and link to CTEP-IAM 

 

 
Figure: Id.me Information section 

 

• Click on “ID.me Create an account” button (highlighted in the above snapshot) 

 

 
Figure Popup message before redirecting user to ID.me 

 

• Scenario 1: New to ID.me 

• When redirected to ID.me, please choose the "Create an ID.me account" option to 

start the process of creating a new account. ID.me will take you through the steps 

to complete Identity proofing and multi-factor authentication configuration 

according to CTEP's assurance level requirements. 

• After completing all ID.me requirements, you will be prompted to "Allow" ID.me 

to share user attributes with CTEP-IAM. Please agree to share and click “Allow”. 

• You will then be redirected to CTEP-IAM. 
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• Scenario 2: Already have an ID.me account created for another purpose 

• When redirected to ID.me screen, please choose the "Sign in to ID.me" instead of 

"Create an ID.me account". ID.me will take you through the steps to complete 

Identity proofing and multi-factor configuration according to CTEP's assurance 

level requirements. 

• After completing all ID.me requirements, you will be prompted to "Allow" ID.me 

to share user attributes with CTEP-IAM. Please agree to share and click “Allow”. 

• You will then be redirected to CTEP-IAM. 

 

• Scenario 3: Initiated the process of linking ID.me account to CTEP-IAM but the 

process aborted before completion 

• When redirected to ID.me screen, please choose the " Sign in to ID.me " instead 

of "Create an ID.me account". ID.me will prompt you to start from where you left 

off and walk you through the remaining steps. 

• After completing all ID.me requirements, you will be prompted to "Allow" ID.me 

to share user attributes with CTEP-IAM. Please agree to share and click “Allow”. 

• You will then be redirected to CTEP-IAM. 

 

• On successfully establishing the link, user must view their ID.me credentials in 

CTEP-IAM as shown below 

 

 
Figure Popup message on returning to CTEP IAM 
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Figure: Id.me Information section after accounts is linked 

 

Step 4: Validate access to CTEP-IAM using ID.me 

  

• URL: https://ctepcore.nci.nih.gov/iam  

• Test 1: 

o Try gaining access to CTEP-IAM with CTEP-IAM username/password. 

o A validation message must be displayed as shown below 

 
 

• Test 2: 

o Try gaining access to CTEP-IAM with ID.me account. 

o Users must be allowed access and should see a welcome screen as shown below 

 

https://ctepcore.nci.nih.gov/iam
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Step 5: Accessing other applications 

 

Please navigate to the applications that you regularly access using CTEP IAM 

username/password.  The same applications should now be accessible using your ID.me 

credentials. 

 

 


